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Slm llf ln Our For K-12 districts, keeping student data safe is a
must—requiring robust cybersecurity solutions that
protect your network and school community. To secure

°
CYh ersecurlty the necessary funding, it’s helpful to have an experienced

networking partner who can help you navigate red tape
and meet the requirements of federal initiatives like the

°
to - do IISt Cybersecurity Pilot Program and E-rate.
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Control ®
network access 7 |

TO-DOs:

Set access controls for different students,
staff, locations and devices

gh Identify and secure ingress points against ‘/
unauthorized access

g‘ Monitor activity in your environment, whether
it’s on-premises or in the cloud, and define
standard patterns
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Monitor traffic “ .
and endpoints * /. *

TO-DOs:

Q/Classify and protect all inbound and outbound
traffic regardless of user, device or location

@/ Use automation to detect and respond to
malicious activities and potential indicators of
compromise

Q/ Establish and maintain monitoring systems \/
across all devices accessing the network J

g Monitor device activity and identify use
patterns and aberrations
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Protect against
attack vectors

TO-DOs:
@/ Identify and inspect applications across all ports

g Determine URL trustworthiness and risk,
blocking malicious sites

g Protect email inboxes against common threats
like phishing, malware, data theft and account
takeover

g Set patching protocol and eliminate weak points

g Establish an attack remediation protocol that
restores files and prevents similar attacks from
occurring in the future
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Plan ongoing
security
management

TO-DOs:
'@/ Limit vendor sprawl and tech stack bloat

g Stay up to date with federal security regulations
and implement proper safeguards like the K-12
Cybersecurity Act, FERPA, COPPA and CIPA

@/ Explore how automation and Al can reduce
manual errors and fatigue

E{ Engage a SOC to support understaffed IT and
security teams 24/7

At Crown Castle, we act as an extension
of your team—helping you implement the
right cybersecurity solutions to secure
your school district’s network and protect
administrators, faculty and students.

Re a dy to C On ne C t? Crown Castle owns, operates and leases approximately
40,000 cell towers and approximately 90,000 route
G = 11 1 8 8 8 7 7 1 6 6 9 2 miles of fiber supporting small cells and fiber solutions
lve uS a C a at = = = across every major US market. This nationwide portfolio
of communications infrastructure connects cities and
communities to essential data, technology and wireless

service—bringing information, ideas and innovations to
the people and businesses that need them.
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